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THE PRIVATE 
INVESTIGATORS’ VIEW ON 

FRAUD AND FINANCIAL 
CRIME

What are the biggest challenges and trends you are 
seeing across the industry?

Mike:�6JG�UGTXKEG�NKPGU�YG�EWTTGPVN[�RTQXKFG�VQ�ƂPCPEKCN�
institutions are mainly pre-employment screening services 
inclusive of random current staff checks, international asset 
VTCEKPI�CPF�KPVGTPCN�GZVGTPCN�HTCWF�KPXGUVKICVKQPU��+P�NKIJV�QH�
%18+&����CPF�UQOGYJCV�GCU[�CEEGUU�VQ�IQXGTPOGPV�ƂPCPEKCN�
support, we predict that we will see increased opportunity for 
fraud.

Roger: It’s a well-known fact that fraud is a constant battle 
for the banking and insurance sectors; COVID-19 has only 
exacerbated that situation. Fraud has always been driven by 
greed and need, but we’ve got a whole new driver now, and 
that is desperation. The reality is there is limited police resource 
YJGP�KV�EQOGU�VQ�ƂPCPEKCN�KPXGUVKICVKQPU��6JG�IQQF�PGYU�KU�VJCV�
the private sector is in a position to act, where law enforcement 
just has not got the resources to do so. Also, many people are 
working from home which gives employees more opportunity to 
commit fraud, either as an insider, or for external to take >> 
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Please provide a brief introduction of yourself and your role at Conflict international

Mike:�+oO�VJG�%'1�QH�%QPƃKEV�+PVGTPCVKQPCN�CPF�+oO�DCUGF�KP�QWT�*3�KP�.QPFQP��%QPƃKEV�+PVGTPCVKQPCN�KU�C�YGNN�MPQYP�KPVGTPCVKQPCN�
KPXGUVKICVKQP�CPF�KPVGNNKIGPEG�CIGPE[��6JG�EQORCP[�YCU�HQTOGF�HQNNQYKPI�C�OGTIGT�KP������CPF�JCU�KPXGUVKICVKQP�ECRCDKNKVKGU�CPF�
QP�VJG�ITQWPF�TGUQWTEGU�KP�OQUV�LWTKUFKEVKQPU�YQTNFYKFG��UWRRQTVGF�D[�QHƂEGU�KP�VJG�7-��75��'WTQRG�CPF�VJG�(CT�'CUV��

Roger: +oO�VJG�&KTGEVQT�QH�%QORNKCPEG�CPF�&GXGNQROGPV�CV�%QPƃKEV�+PVGTPCVKQPCN��+oXG�DGGP�KP�VJG�KPXGUVKICVKQP�KPFWUVT[�HQT����
[GCTU��/WEJ�QH�O[�VKOG�JCU�DGGP�CU�C�HTCWF�KPXGUVKICVQT��NCTIGN[�KP�VJG�KPUWTCPEG�CPF�ƂPCPEKCN�UGEVQTU�

Stephen: +oO�VJG�7�5��1RGTCVKQPU�&KTGEVQT�HQT�%QPƃKEV�+PVGTPCVKQPCN�CPF�+�QXGTUGG�VJG�7PKVGF�5VCVGU�CPF�CNN�QH�QWT�ECUGYQTM�JGTG�HQT�
%QPƃKEV�+PVGTPCVKQPCN�

Please provide an overview of Conflict International and how you operate within financial services in particular

%QPƃKEV�+PVGTPCVKQPCN�KU�C�INQDCN�KPXGUVKICVKQP�CPF�KPVGNNKIGPEG�CIGPE[��RTQXKFKPI�DGURQMG�KPXGUVKICVKQP�UQNWVKQPU�VQ�EQTRQTCVGU�KP�
VJG�ƂPCPEKCN�UGEVQT��VJG�NGICN�UGEVQT�CPF�VQ�RTKXCVG�KPFKXKFWCNU��%QPƃKEV�RTQXKFGU�C�XCTKGF�TCPIG�QH�KPXGUVKICVKXG�UGTXKEGU�VQ�OCLQT�
international banks and we also sit on some FI panels as professional advisers.
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advantage of the situation. Employees normally operating in 
C�UGEWTG�ƂTGYCNN�GPXKTQPOGPV�KP�VJG�QHƂEG�CTG�PQY�YQTMKPI�
on domestic networks at home and this brings increased 
vulnerability. People working from home also lack the 
monitored regimes of things like shredding, putting sensitive 
information at risk. Clear desk policies probably won’t happen 
when working on the dining room table, so there are lots of 
things that add up to potentially assisting external and internal 
fraudsters.

Stephen: Just to dive into that even more, because we are 
working from home, people no longer have the securityof IT 
UGTXKEGU��'ORNQ[GGU�CTG�CV�VJG�OGTE[�QH�VJG�YK�Ƃ�PGVYQTM�CPF�
how secure their home is. More vulnerabilities are opened up 
DGECWUG�C�EQORCP[�KU�QPN[�CU�UGEWTG�CV�VJG�GPF�WUGToU�YK�Ƃ��
This may have a number of different devices connected to it, 
creating holes for people to exploit.

As we evaluate the new threats that our clients face, we take a 
number of things into consideration. This includes the human 
element as people can cause serious security concerns, both 
knowingly and unknowingly: for example, how they operate 
their personal devices on a shared network with their work 
devices to circumstances that may make them a target for 
GZRNQKVCVKQP��UWEJ�CU�VJGKT�EJCPIKPI�ƂPCPEKCN�UKVWCVKQPU��
#V�%QPƃKEV�+PVGTPCVKQPCN��PQV�QPN[�FQ�YG�EQPUKFGT�VJGUG�
aspects, we are fully prepared to approach them during our 
investigations.

Mike: Just to just to elaborate slightly on that, the FCA 
TGSWKTGOGPV�KP�VJG�7-�HQT�5GPKQT�/CPCIGTU�4GIKOG�TTGSWKTGU�
EJGEMU�VQ�DG�EQPFWEVGF�[GCTN[��VJGUG�KPENWFG�ETKOKPCN�&$5�
EJGEMU��ETGFKV�EJGEMU�CPF�+&�XGTKƂECVKQP�EJGEMU��'CEJ�(+�
would have their best practice in terms of how often and how 
frequently these checks are done on current employees. These 
are two very different services: pre-employment checks of the 
employee as part of the pre-employment screening process and 
random checks of current employess. 

9KVJ�%18+&�����VJKU�YQWNF�DG�C�ITGCV�QRRQTVWPKV[�HQT�ƂPCPEKCN�
institutions to review their internal policies and procedures; 
HQT�GZCORNG��GORNQ[GG�EQPVTCEVU�CPF�JCPFDQQMU�VQ�EQPƂTO�
that there is consent for the employer to conduct random 
EJGEMU�QP�CNN�UVCHƂPI�NGXGNU��#NUQ��HQT�VJG�DCPMU�VQ�QHHGT�DGUV�
practice in conducting these random checks, because currently, 
as it stands, there is no obligation for an employee to report 
C�EJCPIG�KP�VJGKT�ETGFKV�ƂNG�VQ�VJGKT�GORNQ[GT��#PQVJGT�VJKPI�
the employer needs to be made aware of is that these checks 
CTG�QPN[�CEEWTCVG�QP�VJG�FC[�VJG[oTG�FQPG��;QW�EQWNF�IGV�C�
&$5�EJGEM��ETGFKV�EJGEM�QT�ETKOKPCN�EJGEM�FQPG�VQFC[�DWV�VJG�
employee could have an issue tomorrow which wouldn’t show 
on the check. Hence the importance of conducting random 
checks especially during a period like this. Therefore, this 
current period would be an excellent opportunity to review 
employee contracts and handbooks and put in place robust 
random monitoring. It’s not invading privacy, it’s protecting 
CICKPUV�CP[�ƂPCPEKCN�TKUMU�VJCV�GORNQ[GGU�OC[�JCXG�DGGP�
exposed to during this time. 

Why does the current climate require extra vigilance 
and risk, but also provide an opportunity to review 
policies on areas such as employee checks?

Mike:�5QOG�QH�VJG�75�DCPMU�VJCV�YG�YQTM�HQT�FQPoV�NKMG�UQEKCN�
OGFKC�VTCYNKPI�KPXGUVKICVKQPU��*QYGXGT��+�UGG�VJKU�CU�C�VTGPF�VJCV�
will be changing over the coming months where employers are 
looking for blanket trawls on social media activity. Especially 
with the riots and the protests that have been going on, an 
old, potentially inappropriate, tweet by a person in a middle 
or senior management position could come back to bite them, 

FCOCIKPI�VJG�TGRWVCVKQP�CPF�DTCPF�QH�VJG�ƂPCPEKCN�KPUVKVWVKQP��
Another negative social media activity could be complaining 
about work, the working environment, their working conditions 
QT�VJG�RQNKEKGU�QH�C�RCTVKEWNCT�ƂPCPEKCN�KPUVKVWVKQP��9KVJ�CNN�QH�VJG�
pre-employment screening checks that we’ve done, we’ve not 
included social media investigation because corporate clients 
have been worried about the invasion of an individual’s privacy. 
Again, social media trawls will only pick out what’s out there 
JKUVQTKECNN[��VJG[�FQPoV�TGƃGEV�YJCV�ECP�JCRRGP�KP�VJG�HWVWTG��$WV�
it’s something to watch out for over the next few months and to 
see how the market picks up on exploring the thin line between 
privacy, invasion of privacy and protecting clients’ reputations.

Roger: The need for periodic, intermittent checking of staff is 
also good for the employee. If people are struggling with debt 
issues, the employer can assist that person by recognising that 
there is a situation happening at home and helping them. It’s 
also a great way of demonstrating the employer’s duty of care.

Stephen: One of the major services that we get requests about, 
especially from clients involved with the management of mutual 
funds, is to monitor the social media and online activity, of key 
RGTUQPPGN�CPF�QVJGT�URGEKƂE�KPFKXKFWCNU��9G�CTG�PQV�QPN[�CDNG�
to do this but it is standard practice to provide an in-depth 
report on this activity which includes an objective analysis of 
VJG�ƂPFKPIU��6JKU�DGEQOGU�KPVGITCN�VQ�QWT�ENKGPVoU�CYCTGPGUU�QH�
their employees’ and personnel’s online activities as they begin 
to consider promotions, personnel movements and how those 
activities can affect their operations.

Within the checks, whether it be pre-employment, 
ongoing or even social media, what would you be 
looking for as a red flag? 

Roger:�6JG�QDXKQWU�TGF�ƃCIU�YQWNF�DG�GXKFGPEG�QH�FGDV�
issues, for instance any County Court or insolvency records that 
might exist in relation to them. People entering into voluntary 
CTTCPIGOGPVU�ECP�CNUQ�KFGPVKH[�RQVGPVKCN�ƂPCPEKCN�JCTFUJKR�

Stephen: About a year ago, we were featured in an episode of 
Law Enforcement Today. We conducted a background check 
for a company that had already done their own due diligence, 
to the best of their ability. The person applying for the job had 
passed all their background checks. When we had conducted 
VJCV�UCOG�RGTUQPoU�DCEMITQWPF�EJGEM��YG�HQWPF�UQOG�TGF�ƃCIU��
It turns out they were an opposition party coming in to try to 
exploit them. We found out they were actually getting paid by a 
different by a different organization just to come in, disrupt and 
to be in a position where they can cause that company harm. 
That’s one of the reasons why it’s so important to have a really 
good in-depth background check; you never know what you’re 
IQKPI�VQ�ƂPF��/QUV�QH�VJG�VKOG��RGQRNG�CTG�KPJGTGPVN[�IQQF��
but you do have those bad actors, whether they’re sent in from 
other companies to disrupt, to purposely get information, or 
whether people themselves have been corrupted by someone 
else or their own internal demons. This gives that reassurance to 
VJG�ƂPCPEKCN�KPUVKVWVKQPU�VJCV�GXGT[VJKPI�VJCV�VJG[�JCXG�DWKNV�CPF�
the people that represent them are safe and secure. >>
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How have increased distribution of money and access 
to loans and grants as part of COVID-19 economic 
easing policies impacted fraud?

Mike:�+�VJKPM�VJGTGoU�QPG�OCKP�FKHHGTGPEG�DGVYGGP�VJG�ƂPCPEKCN�
ETCUJ�KP������������YJGP�OQPG[�YCU�GCUKN[�CEEGUUKDNG��RGQRNG�
YGTG�CDNG�VQ�DQTTQY�YKVJQWV�ƂPCPEKCN�KPUVKVWVKQPU�EQPFWEVKPI�
thorough checks and the term ‘due diligence’ wasn’t widely 
known. The situation now with COVID-19 and 10 years ago is 
very similar except for one main difference; money is accessible 
now, governments are giving money, underwriting grants 
CPF�KPVGTGUV�HTGG�NQCPU�HQT�VJG�ƂTUV�[GCT�HQT�CNN�DWUKPGUUGU��HQT�
people to use without deep checks. It’s very simple; you go to 
your online business portal, you click on this interest-free year 
relief loan, and within a couple of days you’ve got the money. 
There’s no real due diligence. This is what happened pre-crash, 
however the differentiating factor now is the government 
are underwriting these loans. Financial institutions are more 
EQPƂFGPV�NGVVKPI�VJKU�OQPG[�IQ�KPVQ�EKTEWNCVKQP��KU�VJCV�VJG�
government is underwriting the debt. 

This money is not free, but when there is access to funds on 
this level, it leaves it wide open for loopholes to be exploited 
by individuals with limited plans to repay. What happens when 
these loans need to be repaid and there is a percentage of 
VJGUG�CRRNKECVKQPU�VJCV�CTG�HTCWFWNGPV!�9G�JCXG�C�VJKPI�ECNNGF�
CEVKQP�HTCWF�KP�VJG�7-��YJKEJ�KU�IGPGTCNN[�C�RQRWNCVGF�FCVCDCUG�
of incidents. However, as Roger mentioned earlier, the police 
TGUQWTEGU�CTG�UVTGVEJGF�KP�VJG�7-�5Q�YJGTG�FQGU�VJCV�NGCXG�WU!�
It’s down to private sector investigators to investigate some of 
VJG�HTCWFWNGPV�VTCPUCEVKQPU�CPF�VT[�VQ�CUUKUV�KP�TGEQXGT[��5Q�HQT�
me, the biggest difference between the credit crunch and now 
is that the government has underwritten the money to allow 
quick access in these unprecedented times.

Roger: +P�VJG�7-�WPNGUU�VJGTG�KU�VJG�RTQURGEV�QH�UGEWTKPI�CP�
1TFGT�WPFGT�VJG�2TQEGGFU�QH�%TKOG�#EV������KVoU�C�UCF�HCEV�VJCV�
many police forces will refrain from taking on from a cost versus 
reward perspective. This can lead to incredible frustration for 
the aggrieved party or creditor. When this happens, help is at 
hand. The private security and investigation sector can step in 
and immediately get out there and help with asset location. It is 
TQWVKPG�HQT�WU�VQ�IQ�CPF�ƂPF�OKUCRRTQRTKCVGF�CUUGVU�CPF�TGRQTV�
back to clients. The police have got lots of other priorities, but 
YGoTG�RGTHGEVN[�RQUKVKQPGF�VQ�ƂPF�VJQUG�RTQEGGFU�QH�ETKOG��#NN�
we need is the information and the opportunity.

Stephen: *GTG�KP�VJG�75��YG�CTG�UGGKPI�OCUUKXG�QRRQTVWPKVKGU�
for fraud and a decreased ability to combat it by the 
banks and government. The approach to the Coronavirus 
pandemic has been to offer aid to businesses and individuals 
through guaranteed loans that, if the recipient meets certain 
SWCNKƂECVKQPU��YKNN�DG�HQTIKXGP��6JKU�ETGCVGU�C�OCUUKXG�FGOCPF�
for these loans and the government and banking system quickly 
DGEQOG�QXGTYJGNOGF��5RGEKƂECNN[��VJG�PGYN[�KPVTQFWEGF�
%#4'5�#EV�CPF�222�NQCP�RTQXKFGF�DWUKPGUU�QYPGTU�YKVJ�VJG�
capital needed to to keep their business running. The issue 
is, many of the people applying for these loans were not, 
in fact, business owners but passing themselves off as such 
for the loan. Increased pressure from the government and a 

desire to act quickly placed a lot of pressure on the banking 
system to underwrite these loans without conducting proper 
due diligence, thus creating the perfect environment for fraud. 
What we are beginning to see is that the government and 
banking system are now catching up and conducting a large 
number of investigations into these loans in an attempt to catch 
VJG�HTCWFUVGTU�CPF�TGEQWR�VJGKT�OQPG[��%QPƃKEV�+PVGTPCVKQPCN�
has been able to assist in these types of investigations many 
times in the past, helping lenders catch these fraudsters and 
recovering the money they were scammed out of.

Mike: I think the government has made it known to check for 
fraud, but I’m really not quite sure who’s going to do that and 
make those inquiries on behalf of the government. There’s no 
question that fraud will have taken place, purely down to the 
speed at which all this happened and continues to happen. If 
you own a small business, you can have access to funds quite 
easily through the government grants. As an investigator I just 
know that there will have been many false applications. The 
government has put the money there and is giving it out at 
URGGF�VQ�JGNR�RGQRNG�YJQ�PGGF�ƂPCPEKCN�UWRRQTV��DWV�VJGTGoU�
LWUV�PQ�YC[�VJCV�UWHƂEKGPV�EJGEMU�ECP�JCXG�DGGP�OCFG�KP�VJCV�
time. I’m anticipating that there will be high levels of fraud from 
these loans and handouts just because of the speed and the 
ease with which it all happened.

Stephen:�*GTG�KP�VJG�75��QP�VJG�,WUVKEG�&GRCTVOGPVoU�YGDUKVG��
they’re asking people if they know of anyone who is committing 
CP[�HTCWF�YKVJKP�VJGUG�ƂPCPEKCN�KPUVKVWVKQPU�QT�QP�VJGUG�NQCPU�
VQ�ƂNN�QWV�CP�CPQP[OQWU�HQTO�QPNKPG��6JG�($+�JCF�VQ�UGV�WR�
���PGY�ƂGNF�QHƂEGU�CETQUU�VJG�&GRCTVOGPV�QH�,WUVKEG�CPF�VJG�
Bureau just to combat criminals undermining the nation during 
VJKU�ETKUKU��5Q�VJGKT�TGUQWTEGU�CTG�URTGCF�VJKP��9JQ�FQ�RGQRNG�
VWTP�VQ��VQ�FQ�VJGKT�FWG�FKNKIGPEG�KPVGTPCNN[!�6JG[�EQOG�VQ�
companies like us, as we can assist in these investigations. 
Unfortunately, for those that try to hurt others, we’re very good 
at our job; it’s just an unprecedented time for fraud in this day 
and age.

How can financial institutions protect themselves 
from the increased risks as a result of the economic 
fallout from COVID-19?

Mike: What we have found over the last few months during this 
lockdown phase is that the banks are employing more people 
now than they did pre-lockdown. The amount of instructions 
that we’ve got coming through for pre-employment screening 
has gone up, which is strange, as a percentage of the workforce 
YKNN�DG�YQTMKPI�HTQO�JQOG��5QOG�QH�VJGUG�DCPMU�CTG�VCMKPI�QP�
more staff because of the increase in workload. If you’re looking 
at what FI’s should be monitoring to protect themselves; if 
they’ve taken on more staff now, even with the right checks, 
it’s putting those monitoring policies in place to make sure 
that they don’t leave themselves open. It is more important 
than ever to ensure the right due diligence and checks are 
conducted across the board.

 The situation now with COVID-19 and 10 years ago is very similar except for one main 
difference; money is accessible now, governments are giving money, underwriting grants and 
interest-free loans for the first year for all businesses, for people to use without deep checks. 
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